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StatPlanet and StatTrends data can be encrypted through the StatSilk Encryption application.
The steps for encrypting data are as follows:

1. Replace the example “data.csv” file in the folder “Encrypt” with the data file you wish to
encrypt.

2. Launch the “StatSilk_Encryption” application. You should see the following screen.

|Please insert a password ‘ | Encrypt

CATEGORY.TIME,INDICATOR.SOURCE.DESCRIPTION,UNIT.MAP,GRAPH FILE.OPTIONS. TYPE,
AFG,ALB.DZA,AND,AGO,AIA.ATG,ARG.ARM,ABW.AUS,AUT,AZE.BHS,BHR,BGD,BRB,BLR BEL,
BLZ.BEN,BMU.BTN,BOL.BIH.BWA,BRA,VGB,BRN,BGR.BFA, BDLKHM.CMR,CAN,CPV.CYM,CAF
.TCD.CHL,CHN,COL,COM,COG.COK,CRLCIV,HRV,CUB,CYP.CZE.PRK,COD,DNK,DILDMA,DOM,
ECU.EGY.SLV.GNQ,ERLEST,ETH.FJL.FIN.FRA,GAB,GMB.GEO,DEU,GHA,GIB.GRC,GRD,GTM,GIN
.GNB.GUY HTLVAT.HND,HKG,.HUN,ISL.IND.IDN.IRN.IRQ.IRL.ISR.ITA.JAM.JPN.JOR KAZ KEN.KI
R.KWT,KGZ,LAO.LVA,LBN,LSO,LBR,LBY.LIE.LTU,LUX,MAC.MDG.MWILMYSMDV,MLLMLT.MH
L MRT,MUS.MEX.FSM,MCO,MNG,MNE, MSR.MAR, MOZ,MMR . NAM,NRU,NPL,NLD,ANT.NZLNIC,
NER.NGA,NIUNOR,OMN,PAK PLW PSE ,PAN PNG,PRY,PER,PHL.POL.PRT.QAT,KOR, MDA ROU,
RUS.RWAKNA,LCA VCT,WSM,SMR.STP,SAU,SEN,SRB,SYC,SLE,SGP,SVK.SVN,SLB,SOM,ZAF ES
P.LKA.SDN.SUR.SWZ.SWE,CHE.SYR.TJK.THA.MKD.TLS,TGO,TKL.,TON,TTO,TUN,TUR. TKM.TCA,
TUV.UGA.UKR,ARE,GBR,TZA,USA,URY,UZB,VUT,VEN,VNM,YEM.ZMB,ZWE,GUF,ESH,TWN,GR
L.EAZ.SIM.PRLIMN,JEY,GGY,VIR.KOS.SSD

hm‘p L

Category

-Example indicator A-1 (i),,Example description indicator 1,,0=[0xBD0026][10000]
1=[0xF03B20][8000] 2=[0xFD8D3C][6000] 3=[0XxFEB24C][4000] 4=[0XxFED976][2000]

.5,36583.39.38920.15,9905.13,25799.41,35806.67,1502.93,18593.22,12362.92,34871.88,7750.91,163
4.23,29383.5,5857.47,4440.06,7489.84,15093.64,10288.79,29383.5,49240.75,12316.13,1321.24,407.6 |+|

3. The box in the top-left corner of the screen enables you to input a password. A strong
password has many characters and a mixture of letters, numbers and special characters
(see for example http://strongpasswordgenerator.com/). After filling in the password,
you would need to click on the ‘Encrypt’ button in the top-right corner of the screen.

4. After waiting for a moment, a popup appears with a button to copy the encrypted data
(as shown on the next page). The actual encrypted data can be seen in the background.
Clicking on the ‘Copy encrypted data’ button will copy the encrypted data to the
‘clipboard’, from where it can be pasted into a new data file.

5. Double-click on the file ‘encdata.txt’ to open it, and remove the existing contents by
going to ‘Edit’ -> ‘Select All’ and pressing delete. Then go to ‘Edit’ -> ‘Paste’ and close
and save the file.

6. Copy the file ‘encdata.txt’ (containing your newly encrypted data) to the StatPlanet or
StatTrends web folder. If the encryption module is included, the encrypted version can



http://strongpasswordgenerator.com/

be accessed through “StatPlanet_encrypted.html” (for StatPlanet) or
“StatPlanet_encrypted.html” (for StatTrends). This will load the file ‘encdata.txt’ and
request a password to continue.

‘e{i(jMfl:*cL!]\- | | Encrypt

2bf83e49b2 14cTfecfe6543¢e656¢529a5816213f8a59eafPb38c3a1097961a81c9308c6fc5c962e19f39a51
50131b9df3el1b8cdaf8c9a8f87baed624fach2a262aaf0446098599ac724eea04774cc2be67d81eTcc26ech7
6893edd0e4c1098f04c58cf66acach0626f020acfc74fbad9b01269b79a0c7979a1890a961462fad404a3a72
67d74e7c¢0adcdlac5962dd7e3fe936f047cd7638647c8dd03947ef11c¢698103acofbaceaa34d4fel 684dc633
5f491779c808af82e¢0cd641778512a8e4e85779f4d61452bee290fe55£5122d4bbeb793bd5263886b7 8ectt
c9¢048e0000f0al 6aad92a7a6942ac64c65e6cafddeffc11d527f2bada3ac52ec9892d7151£34b286ebbbbal
4952896b2084dcdc9a026561a990d3e01039818f88e6aab57d44058f2eefc2759a52¢5397fa688ed1c4eld
313e67920dd306¢3¢72d7bc38f1db477627fd49670985803116ef37416ef4d1dec682fc03bab2fad8660a8d
ce170795d9d4861¢c405d8e34¢cb3308961bb9¢87013d85db5e573bcd18893975576eacab2af238591540d0
6a401a184152a922d3217e0£280¢c4c6b365e40f1b10558350dd1ce32eeTaca8fac01a9fbaaeSechace7870f8
18a3f3857524¢8348f27badeaacfebd8bbe484a7c0d6dTec443af1773¢c4468cba3c02a668c39f2447090b114
9463¢20c57b5cd81979¢48d16de32aal3 S 1 T41TNAS a2 NE N AN~k 588501 8717420088f63b317194¢3f

ll_lll‘ AL

55fdfe36d3d73fdc52b6242841d26f5e9 30c3488b70aa6495ee2ffb7abaecfo
€356d654b42d28¢ec7b937d3eca93a7a9 [ Copy encrypted data ] 4b9ff88adflc8abee0b22e¢097a63d
4cf4b26c4f158896de 798¢ 177 1cddadb 5168705673800efdlededal0125¢

f0e309dd474f40e31a36984a7eeb67d43 roaravarmrvoaravavrseruar2al 82506222172 7f1db41e839a6¢7
0655c0f5bcd77700fe83b4eefelee22aa4369d6cd528ec0eb3e6212ed32eb7ae5cd305694016282d1a527a4
17d830611e518924647cc8b5ea6767245f6adeb8cdee20f280961f453¢f57b893558a11044¢c6523041328
df2f3b15229274d31¢fd310f93a5a9933931ab98275accc29f2c3¢8a734bcSbd29ada97800¢495¢347a342a
b341254922b12ead4c6ebf2f4d0e77aa3645d86dd7100ae17a66325de3cb0731692¢82d75839¢4 12032522

T00ae5765¢7ce66e9c22d1f4f0dbecSbf44150cf43132£5202a91ef82a01121752b4cb13a7be206£1b05b93

448¢832812286ef149e396b8d76c84673bd6ec4bl 2caaa395dbal 8ce39¢32ab10d251168b60a6e0b696de9
ff5afff2f546eef8f2c6acb6b07ee9cf30060f23175a6¢12ac9f0e55b82¢cef117d1f3876d4f4ac54a29d4dd5762
2271c6ade6e82cc52450b6181553bb1c20f9d087a7c6d080c443ad583028912219899827bdcab47838818
2bf2671d9e0502b77b7726c4e1af7696ac3b1041091b928e1abd48085f0cd0879ad8e5a0c461600683a8¢
5615d42bdff09f30f5fd27b8e1bb6c74c8e0329822b717d89245feacdddel 1befa607db57594500b9d184¢f3
ecdfc27db65a7048e2aec73aeff8ab936ab912dd081ebb2b9635b54d827a69a98ef66b172498063ddc533ffa |+ |

Setting up encryption for different groups of users

It is possible to set up multiple encrypted data files for different groups of users, and ensure
that each group of users only has access to a certain data file or files. In the StatPlanet or
StatTrends 'web' directory, the file "StatPlanet_options.html" or "StatTrends_options.html"
enables you to specify the encrypted data file for a particular group of users, through the line

I"

“flashvars.data”. For example, the web-page “usergroupl.html” could be created for user

group 1, specifying the data file for this user group as follows: flashvars.data =

III

"encdata_usergroupl.txt". The web-page “usergroup2.html” could be created for user group 2,
specifying the data file for this wuser group as follows: flashvars.data =
"encdata_usergroup2.txt". The two files encdata_usergroupl.txt and encdata_usergroup2.txt
can be encrypted with a different password, so that usergroupl can only use their password to

have access to the data file encdata_usergroupl.txt, but not encdata_usergroup?2.txt.




